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Incident Readiness: Are You Prepared? 

Self-Assessment 

Answer each question "Yes" or "No": 

V N 

D D 1. Do you have a documented incident response plan?

D D 2. Have you tested your incident response plan in the last 12 months?

D D 3. Is your backup process regularly tested?

D D 4. Do you have cyber insurance?

D D 5. Are your key stakeholders aware of their roles during an incident?

D D 6. Do you have law enforcement contact information readily available?

D D 7. ls multi-factor authentication enabled on all critical systems?

D D 8. Do you have a communication plan for notifying customers/partners?

D D 9. Have you identified your critical systems and data?

D D 10. Does your staff receive regular security awareness training?

Total up your score and find the interpretation on the following pages. 

"Yes" (1 point) or "No" (0 points) 

Total Score 

4 
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Key Contacts List 

Role 

Incident 

Response Lead 

IT Security 

Contact 

Legal Counsel 

Executive Sponsor 

External 

Security Firm 

Name 

External Resources I 
Resource Type 

Forensic 

Investigation 

Law 

Enforcement 

Cyber 

Insurance 

Organization 

redw .com/ cybersecurity 

Contact Information Alternate Contact 

Contact When to Engage 

Post-Incident Documentation I 
This overview provides the basic structure for an initial incident response. For a comprehensive post­

incident review, REDW recommends a facilitated session with all stakeholders to thoroughly analyze: 

• Technical aspects of the incident

• Effectiveness of response procedures

• Communication effectiveness

• Resource adequacy

• Security control improvements

Contact REDW's cybersecurity team for 

assistance with conducting thorough 

post-incident reviews. 
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Cybersecurity Vendor Evaluation 

Incident Response Partner Evaluation Matrix 

redw .com/ cybersecurity 

Rate each potential vendor on a scale of 1 - 5, where 1 = poor, 5 = excellent. 

Multiply each score by its weight percentage, then sum all values. 

Criteria 

Experience with 

similar incidents 

Response time 

guarantees 

Communication 

protocols 

Forensic capabilities 

Legal/regulatory 

knowledge 

Post-incident support 

TOTAL SCORE 

Weight 

25% 

20% 

15% 

15% 

15% 

10% 

100% 

Vendor A Vendor B Vendor C 

Notes 

Consider industry­

specific experience 

Look for response 

times under 4 hours 

Regular updates, clear 

escalation paths 

Evidence preservation, 

analysis tools 

Familiarity with your 

industry regulations 

Long-term remediation 

assistance 

Higher score 

indicates better fit 

Need help selecting the right incident response partner? REDW's cybersecurity experts can guide you 

through vendor selection and help establish a complete incident response program. 

Scan the QR code to contact us. 
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